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1 Introducing

In forensic examinations of hard disks, cell phones and any other digital media, the examiner will get
more and more problems with the increasing amount of data. Picture files and video files must be
shown, examined and printed for court use. If you get large amount of files with giga or terra bytes
of data this cannot be handled without help of some forensic tools and the preview of a video will
often be a problem due to different codec’s used. So this software can help you to speed up your
forensic work.

Forensic Media Report is the tool for doing your work faster as you can imagine. It generates
automatic PDF Reports with a listing of the file system, a picture and video preview and a music file
listing of any directories or drives you wish.

The automatic generated reports can be sent by mail, printed or used in court for example.
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2 Installation

Start FMRSetup.exe for Installation.

The Setup will guide you through the setup routine. While Installation you can see Update Changes
in Info Window.

After Installation you can run the program.

9

Please note that a actual .NET Framework Package (Version 3.5) from Microsoft is necessary
to run Forensic Video Report!

To use Forensic Video Report it is necessary to have direct x codec’s for any video format
installed. Forensic Video Report supports any video which you can play in Windows®
Media Player®. You will find Codec Packages at: http://www.codecguide.com/

3  Start Forensic Media Report

By clicking the Forensic Media Report Icon on desktop you can start the application.

At first startup the application starts as unregistered version. (See Chapter Settings)

At first startup the application copies the necessary configuration and template files into the user
application directory of the current user. So you can use the application without administration
rights and a separate registration for any logged in user is possible.
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4 Main Window

& Eyewitness Forensic - Forensic Media Report

Application Beport  Extras Info
5 =4 i a 9 -
|©E yewitnessForensic

Select

Start Re port Generation! Show Repaort Window!

¢ File Header for icture)

mbes 234/08/2849/001
SN s servat] SO Card

W Full pathy [full patharF
Filenane Filedate Filesize MDE Hash W Euif Data
MDOE Hath LioE (o] TG

MP3 ID Tag

¥0B Eyewnness Forensic - Forensic Media Report | Registered Version

The Main Window is divided into five areas.

4.1  Setup Source

Source: CADokumente uhd EnstellunganRonty

You be able to selecta ( Directory) orafile ( File) as examination source.
If you choose a directory all files will be scanned and added to the report. If you choose only a file,
the file itself will be added to a single report.

[Select] will show a file open dialog where you can select any directory or file type as source for the
report. (You can also select a drive letter for full listing of this drive)

G ‘ You can also quickly use the drag and drop to load a file or directory as source.
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4.2 Report Options

Options:

Fictures

Yideos

M uzic

Choose to set the listing options of the report.
Filesystem listing of filesystem structure of source.
Pictures listing of picture preview of source video files.
Videos listing of video preview of source video files.

Music listing of music files of source.

4.2.1 Filesystem Options

Filesyskan B MD5 Hazh B Full pathi (ol pathoor .. For statpath)

The Filesystem will be listed like this.

Date | Time | Atb.|Size  |Filename

121.04.2008 20:33:40 SHRA- 32003  Decode Time D ate.zip

Any file will be listed with creation date and time, file attributes like A - archiv, R - read only, H -
hidden, S — system, the file size and the filename.

If you select Full Pat, so the full path will be listed instead of ....

Date | Time | Atb.|Size  |Filename

C:\Test\
21.04.2008 20:33:40 SHRA- 32003 Decode Time D ate.zip

Optional you can select MD5 Hash listing.

MD5Hash: E893170059CC490ABACFE7B7D8BID52E
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4.2.2  Picture Options

I Pictures Filetame Filedate Filesize MD5 Hazh Exif Data

The picture preview loads a small thumbnail of the picture and listing it with some file information,
depending on what you select for. This could be the filename, creation date, file size, and optional
MD5 hash.

The preview looks like this:

Nawe: DICOSE7E5_JPG

Date: 17.08_2008 13:36:Z20
Bize: 95405 kB

MO E-Hash:
AVEGEFSEBSZBACFELOZAGOZED 2 E
SAASEOF

Addiditional you can list EXIF data of the picture file, if EXIF data is readable. This EXIF data will be
written by digital camera into the file and could be listed separately on the report.

4.2.3 Exif Data Options

wif Lrata Uptions:

Fiesolution I arwfacturer Cameramaodel D ate of Origin

Resolution of picture in x and y pixels
Manufacturer of camera
Cameramodel model of camera

Date of Origin shooting date of picture

@ If a picture application will do changes on a picture, it is possible that this application
deletes the EXIF Data. It is also possible to change EXIF data entries with special
applications!

EXIF data could only be an indication!

The preview including EXIF data looks like this:

©2008-2009 Eyewitness Forensic Page 7 0f 17



EYEWITNESS FORENSIC — FORENSIC MEDIA REPORT
Manual

E
L =

Nawe: DECOSE87E5.JPG

Date: 17.08.2Z008 13:326:Z0
Zize: 95405 kE

MO E-Hash:
AVESEFSESZBACFELIOZAGDZED RS
SALOBOF
Picture-Resolution:
5d0x430 px

Manufacturer:

Sony Ericsson
Cameramodel :

wel0di

Date of Origin:
17.08.200% 13:30:Z24

Q Following picture formats are supported: jpg jpeg bmp gif tif tiff png dcx dds ico lbm Lif mdl
pcd pex pic png pnm psd psp raw sgi tga wal act pal

4.2.4 Video Options

MD5 Hash Q Confinuos @ Positioning [25

You can do a automatic video preview in continuous or positioning way. “Continuous” snaps three
frames from the beginning of the video. “Positioning” snaps three frames from the position set in
configuration.

o

If MD5 Hash option is set, the new video file will be hashed.

If there are errors with the videos, so update your video codec’s or increase snapshot init
value in settings. (See Chapter settings)

Q Because MD5Hasing is long time term you can disable hashing for new videos, for example
if file is DVD *.vob Video file.

The Preview of the video looks like this:
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Time: Ok Omin Osec Time: Ok COmin 3Isec Time: Ok Omin 4sec
Name: Countdour. 3gp
Date: Z6.02.2006 00:44:36 | Size: 43396 kB | Videolength: 0Oh Omin Ssec
Video Resolution: 176px * l4dpx | Video Codec (FourCC): ¥W12
MDh5-Hash: EZ25CACE583FEETFI21ES2E531594D8DA

@ Following video formats are supported: .avi, .asf, .divx, .dv, .flv, .miv, .m2v, .mkv, .mov,
.mp4, .mpg, .mpeg, .mpegl, .mpeg2, .mpegs, .3gp, .Mov, .mp4, .mpe, .ts, .ps, .ogm, .vob, .wmv.

The video preview looks like in Forensic Video Report. This is an application to do a
E standalone video preview. This application supports not only automatic snaps, you can
use it to do manual snapshots for your own reports.

4.2.5 Music Options

b uizic: MP3 1D Tag

If you select Music, you will get a list of all MP3 or WMA files with optional ID3 Tags in a separate
report part.

11 Wame: Armin Van Buuren - live & Godskitchen Carnival Newcastle 09-03-2002.mp3
Title: Armin Van Euuren Liwve 089-03-Z0
Artist. Godskitchen Carnival Kewcastle
AlDum: Armin Van Buuren Live 09-03-
Genre: Trance
Year- 2002
Duration: 01:02-:20.89100040

4.3 Database Checkup

This feature is yet not implemented at the moment
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4.4 Report Section

: E'tarf.:'l-'::ep;-;:-rt Genera'!'i-:-.r'.! : Show Ili?..E|:|'::||.'t Window! ;

1 [Check: File Header for video or picture]

a.-MNumber: N8/ A8 5 A I0TKES
on e Number: EXEEREETER

Reports did have a pre defined structure. They will be made from a report template. The text of the

template is editable.

This is the report structure:

Report Information
With case and evidence settings
Report date
Examiner
Filesystem
Data of file system
Pictures
Picture preview
Videos
Video preview
Music
Music preview
Errors
Report end with sum of scanned files
and examiner sign
(Owner1 setting in registration)

With the option  Subfolder the scanning will be done also in subfolders of the source directory.

o

Advanced Search checks for file header signature to search for files without correct file ending
and list any files of correct format for example pictures and videos. This option can slow up the
scanning!

The report of a drive can be done with selecting the whole root drive letter and checked
subfolder option.

Report Errors Separatly list all files in a separate report part, which throw an error because of
codec or file errors.

Case / Evidence Description i.e. Number are two text fields for Report Information which will be
listed in the report header with the report date and examiner. Here you can put your case file
number and the evidence number too. It is necessary to write in these fields, because report
generation does only start with entries in these fields!
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With [Start Report Generation!] or F5 the whole report generation will be started. A progress
window shows the current progress of scanning.

Report in Progress 34%

Job 40 af 118 dome:

After scanning the show report window will open and show up the report. To show the report there
are some time to and the application does not response. Be patience and wait this moment.

The Show report window can be shown by pressing the button [Show Report Window!] or F6.

4.5 Menu Report

Menu report lists all functions which can also be selected in show report window. (See Chapter
there)

4.6  Quit Forensic Media Report

[Quit] closes the application.

@ ‘ All settings of Forensic Media Report will be saved at closing.
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5 Showing Reports
Here you will be able to see, print or save the report, which is done by scanning.

& Forensic Media Report - Report Window

Beport  Info

Picture Listing

it i o Fissn i wid) Euniail omema, Chscrm b wil Fienuies, e
Fiminn WIS Huass s e O st imbming EUF Dus, Bus Messtastcin, r
Canmrasizoe, Pdrees el Shesiey Dun ‘

| iﬂf Ry

ARAARAARAAS

Kommentare

EHO] ®wx @ |4 4] 2vns (b Bl | © @ | Ll H M [o0)

i - Forensic Media Report | Regstersd Version

5.1 Saving Reports

With [Save Report] or menu Report [Save Report] you can save the report as standard PDF file
(*.pdf). So you can show it in Acrobat™ Reader once again.

5.2  Printing Reports

With the button [Print Report] or menu Report [Print Report] the report can be printed.
Into the printer dialog you will be able to set the printer, like any others in Microsoft Windows.

5.3 Editing Reports

Itis not possible to edit Reports.

5.4 Quit Report Window

[Close Report] or Menu Report [Close Report] closes the report window.
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6 Change Settings

With menu Extras or F3 you can open the Configuration window. By leaving this window no changes
will be saved. This can only be done with the buttons Set!

edia Report - Configuration

tict;

e
.

et Registration

et Value

=14l 1077

Template File for Reporting: eEET kil R et Template

Set Value

Close Configuration

2008 Eyewitness Forensic - Forensic Media Report | Registersd Version

6.1 Registrierung

There you can set the registration key which you get per email.

6.2 Video Positioning

The Snapshot Init Value is a time constant needed to snap MPEG2 Video Snapshots. If you have
some trouble with MPEG Videos, like double snaps or black frames just increase this value. Standard
of this is 1500.

The video positioning values are used for auto snapping mode and set the percent for video position
of the snap.

6.3 Template File Setup

With Set Template File you can select the used template file. These files you will find in User
Application Directory in folder Templates. New language templates can be downloaded at our
website.
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6.4 Show Report After Generation

With this option set you can disable the show report window. This could be very important, if the
acrobat reader or his internet explorer plug in is not installed. Nevertheless the generated report can
be saved in Main Window.

6.5 Current User Application Directory

The row Current User Application Directoryis for information purposes only.
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7 The Template Editor
With menu Extras or F4 you can open the Template Editor.

Forensic Media Report -Template Editor

iente und EinstellungeniRE b andungsdate,

e Report Beschreibung / Fall-Murmmer: =y Beweisstiick Beschreibung 4 Mummer

EIER Report Datumn: =Elied Untersuchungsperson

i T et

D ateizysternauflistung aller aufgefundener Dateien mit Angaben zum Erstellungsdatum, der D ateigrafe und den D ateiattributen. Optional mit MDS Hash
Schilizzelwert. Datei Attribute: HA ersteckt, 5-System, A-drchiv, FB-Hur Lesen],

Bildaufliztung aller aufgefundener Bilddateien in einer Warschauilbersicht. Optional mit Dateiname, Erstellungsdaturn, D ateigrobe, MDS Hash Schilizsehvert
und wenn vorhanden EXIF Bilddaten, wie K.amerahersteller, K.ameramodell, Bildaroie und Aufnahmedatun.

Videoauflistung aller aufgefundener Videodateien in einer dreifach Yorschauansicht, Optional mit MDS Hazh Schiisselwert, Micht unterstutzte oder fehlerhafte
Wideodateien werden als fehlarhaft klassifizier.

Fu eader + b et

Musikdateien Auflistung

Auiflistung aller aufgefundener MP3 und Wik Musikdateizn, aptional mit 103 T ag.

Enarlisting Header + Ernorlisting Texl

Fehler Auflistung

Fehlerliste der fehlerhaften Objekte wahrend der Reporterstellung, dabei handelt es sich entweder um Video Codec Fehler oder D atei Fehler im allgemeinen.

Feport Fi Fart 1
Der Report wurde erfolareich erstellt, Insgesamt wurden

port F Part 2

N Bilddatei{en) S Musikdatefen], und ] vidsadatsilen).

Fieport Firis Part 3

Bei der Erstellung des Reports wurden keine D ateien verschoben, verandert oder gelascht

Set Template Cancel!

S200E Eyewitness Forensic - Forensic Mediz Report | Regstered Version | Report Template: an. tpl

Here you can edit the report template text for the main report. Every text field can be within 255
chars. So you be able to design the right looking report for your company or department.

With [Set Template] the template will be saved and you can use it at the next report.

[Cancel] will lose all changes.

If you update your program the template file must be copied from your current user application
directory to the new user application directory of the updated version, to assume the changes!
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8 Support
8.1 Contact Information
If you encounter any errors or problems write to support email:

Ronny.Bodach@tatortgruppe.de
or look at the FAQ's a tour website:

www.tatortgruppe.de

We will help as soon as possible.
You can show an error log file in Extras - Show Error Log or with key F9. If you will report an error,
please send the error.log file within the email to us. This file you will found in user application

directory.

Best success at your evidential work!

Yours

Ronny Bodach
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©2008-2009 Eyewitness Forensic — Dipl.-Ing. (BA) Ronny Bodach — All Rights reserved
Exif Data Reading is done by EXIF Works coded by Michal A. Valasek.
Forensic Video Report uses Krypton Toolkit® for Skinning Application.

This Software uses Devil.LNET Interface Library, Copyright Marco Mastropaolo, which is licensed under GNU LGPL
For further Information look at: http://www.mastropaolo.com/devildotnet/

Forensic Media Report uses DirectShow Interface Library, which is licensed under GNU LGPL.
For further Information look at: http://sourceforge.net/projects/directshownet/

Report Generation is well done by report.NET, which is licensed under GNU LGPL.
Report.NET copyright 2002-2004 root-software ag, Biirglen Switzerland
by 0. Mayer, S. Spirig, R. Gartenmann.

This Software uses |dSharp - A tagging library for NET
Copyright © 2007 Jud White
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