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1 Introducing

In forensic examinations of hard disks, cell phones and any other digital media, the examiner will get
more and more problems with the increasing amount of data. Chat histories must be shown,
examined and printed for court use. For examination of ICQ Chat History this software will be the
one, who is able to scan chat history and make a pdf or csv file from it.
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2 Installation

Start Setup File for Installation.

The Setup will guide you through the setup routine. While Installation you can see Update Changes
in Info Window.

After Installation you can run the program.

~

\ | Please note that an actual .NET Framework Package (Version 3.5) from Microsoft is
o/ necessary to run 1CQ Chat Messages Report!

3 Start 1CQ Chat Messages Report

By clicking the ICQ Chat Messages Report Icon on desktop you can start the application.
At first startup the application copies the necessary configuration and template files into the user

application directory of the current user. So you can use the application without administration
rights and a separate registration for any logged in user is possible.
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4 Main Window
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4.1 Registration

Fianmy Bodach
ronny. bodachi@tatartgruppe. de

e e e e e e e e e e e i i e e R R R

[l Show Database Question Screen

2005 Eyewitness Forensic - |00 Chat Messages Report | Regstered Yersion

There you can set the registration key which you get per email.

The Show Database Question Screen Mark will enable and disable Data location Question on
Database Open Button.
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4.2 1CQ Database File

Choose your 1CQ Chat Database File with Button [Select ICQ messages database file] for
examination. You can only open the database if ICQ is closed down!

For 1CQ 6.x the databsase file ,messages.mdb”, for 1CQ 6.5 Lite and ICQ 7.x the database file
~messages.qdb“ is located in user application dir

The next info dialog shows up the amount of users found.

ICQ Chat Messages Report

Fiound takal af ICE Cha

4.3 Report Section

Case / Evidence Description i.e. Number are two text fields for Report Information which will be
listed in the report header with the report date and examiner. Here you can put your case file
number and the evidence number too. It is necessary to write in these fields, because report
generation does only start with entries in these fields!

4.4 Select 1CQ Chat User

Select examination user in Drop Down Dialog left side, after this the chat history will be shown in
the list down. Select with left mouse click for the rows you wish to report.

The Data Column is signed with a @ for better explanation if a file transfer was done.

The right mouse opens a context menu for selecting, deselecting or inverting chat rows:

Select all

Select none

Irvert selection

The Button [Show Online User Info!] shows up a browser window with 1CQ online user infos.

4.5 Single Report generation

Press [Generate PDF Report!] and the whole report generation will be started. A progress window
shows the current progress of scanning.

Report in Progress 91%

Scanring Chat Databasel

Cancel!
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After scanning the show report window will open and show up the report. To show the report there
are some time to and the application does not response. Be patience and wait this moment.

The Show report window can be shown by pressing the button [Show PDF Report!].

With [Export CSV Report!] you can save the selected rows as CSV file. So you be able to edit it with

MS Excel once again. For best results don’t open file directly. Just open Excel and then open file in
Excel with ; as record mark and “ as text mark.

4.6  Fiir alle Chatpartner Reports generieren

With the Button [Export all contacts to PDF!] you will be able to export all chats into separate pdf
reports in one output dir.

With the Button [Export all contacts to CSV!] you will be able to export all chats into separate csv
reports in one output dir.

In each report all rows for every chat contact will be extracted.

This is helpfull for working with mass data.

4.7 Quit ICQ Chat Messages Report

[Quit] closes the application.
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5 Showing Reports
Here you will be able to see, print or save the report, which is done by scanning.

22 ICQ Chat Messages Report - Report Window

Beport Info

= Print Report | L) | =~ Close Report

ICQ Chat Messages Report [

L2004 Evewitness Forensic Software - [CQ Chat Messages Report Version 2.0.0.0

I Seiten

Report Information

Report Description: 1234-001-2010-22456
Evidence Description: Asservat 1 Laptop - ICQ Account xxooo =
Report Date: 29.05.2010 17:22:18

Examiner: Ronny Bodach

MD5 Hash of messages.mdb File: BB79085393CDB0T4FACIDEC12ESCF494

ICQ Chat Messages Report
ICQ Chat to Claudia ICQ Number s Siszmnt

Date Direction Messags Data
01.11.2003 20:41:432 in xlingt go, als wirdest du manchs schritte bereuen
01.11.2008 Z0:142:02 oukt na dass nitzt ja nu aoch nix
01.11.2003 20:42:10 in Stimmt
01.11.2008 20:53:47 in mal was Ium angucken
0L.11.2003 20:53:37 in Du haset elns Datal emprangsan von Clawdia &
Filename(s) : Bildz.jpg
Totalfiles: 1
Downlcadfilspath: D.%Elgens
Datelenh IOQ\-H WS4 \Recelvedri lagh, BRSNS Claudial,
01.11.2003 20:54:30 out Da hitt ich Qich wohl nile erkanont:-}
0L.11.2008 ZD: in zum poetivan oder negativen?
01.11.2003 20: in wir finden das Loll
01.11.2009 20: out positiven matidrliich
01.11.2003 20:55:04 in danks schin

o
F
o B
- m

IE Kommentare \\l{ Anlagen

The Report was sucessfully generated!

@||I| ® (e - @ 14 4 1van 1 il | © © |£J

B200% Eyewitness Forensic - |IC0 Chat Messages Report| Registered Version

5.1 Saving Reports

With [Save PDF Report] or menu Report [Save Report] you can save the report as standard PDF file
(*.pdf). So you can show it in Acrobat™ Reader once again.

5.2  Printing Reports

With the button [Print Report] or menu Report [Print Report] the report can be printed.
Into the printer dialog you will be able to set the printer, like any others in Microsoft Windows.

5.3 Editing Reports
Itis not possible to edit Reports.
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5.4 Quit Report Window

[Close Report] or Menu Report [Close Report] closes the report window.
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6 Hex Viewer

ICQ saves all incoming and outgoing messages as binary data into a database field. The entries in
this database field will be shown in Hex Viewer.

aooooosr o0 00 00 00 00 OO0 03 00 OO0 00 OO0 00 OA& 00 00 00 4E 00 61 00 6D 00 &5 00 00 00 00 |
aooooos? 00 00 00 08 00 14 00 00 OO0 42 00 6% 00 6C 00 64 00 32 00 2E 00 64 00 70 00 &7 00

aoooooAz 00 00 16 00 00 00 54 00 &F 00 74 00 &1 00 &C 00 42 00 79 00 74 00 &5 00 73 00 00 .

000000ED 00 00 00 00 00 05 00 00 OO0 00 OO0 40 B4 1F 41 1C 00 00 00 54 00 6F 00 74 00 61 00 .....eeas e Too.boa,
aooooong 6C 00 4E 00 75 00 6D 00 46 00 55 00 sC 00 o5 00 73 00 00 00 OO0 00 OO0 00 O3 00 01 l.H.um.F.i.lieiscuneinnnns
aooooorF3 00 00 00 &0 00 00 OO0 44 00 6F 00 77 00 6E 00 &C 00 6F 00 61 00 64 00 44 00 69 00 ses veDiovwin.l.ola.d.Dais
0o000LoE 72 00 50 00 61 00 74 00 58 00 00 00 OO0 00 0O 00D 08 00 82 00 OO0 00 44 00 34 00 5C r.P.a.tihoaeacnanen Doy -
oooooLzs 00 45 00 69 00 67 00 65 00 6E 00 65 00 20 00 44 00 61 00 74 00 65 00 6% 00 65 00 .E.i.g.e.n.e. .D.a.t.e.i.e. [

Copy Text Co py Hex Values

You can copy the binary data as hex or text values.

Itis possible that some unvisible chars or strings will be visible in this bnary data. Maybe some
inline images, HTML or PHP code or URLS.

O ICQ shows up the HTML/PHP messages as normal HTML in ICQ internal. So it is possible

to infiltrade a victims computer with code in IM messages, and also in first contact
messages!
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7 Command line mode

Forensic Video Report are able to receive command from MS-Dos command line. Example of a call:

C:\>"ICQ Chat Messages Report.exe” "Drive\Path\messages.mdb" or “messages.qdb”

Q So you can use the application within other forensic tools. In example for ILook or X-
Ways as 1CQ Chat Viewer.
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8 Support
8.1 Contact Information
If you encounter any errors or problems write to support email:

Ronny.Bodach@tatortgruppe.de
or look at the FAQ's at our website:

www.tatortgruppe.de

We will help as soon as possible.
If you will report an error, please send the error.log file within the email to us. This file you will
found in user application directory.
Best success at your evidential work!

Yours

Ronny Bodach
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©2008-2010 Eyewitness Forensic — Dipl.-Ing. (BA) Ronny Bodach — All Rights reserved
ICQ and their logos are trademarks of 1CQ LCC.
ICQ Chat Messages Report uses Krypton Toolkit® for Skinning Application.

ICQ Chat Messages Report uses MS ADODB |et database support for ICQ 6.x
and ADO.NET 2.0/3.5 SQLite Data Provider using SQLite 3.x written by Robert Simpson for 1CQ 7.x support.

Report Generation is well done by report.NET, which is licensed under GNU LGPL.
Report.NET copyright 2002-2004 root-software ag, Biirglen Switzerland
by 0. Mayer, S. Spirig, R. Gartenmann.

This Software uses Be Hex Editor, copyright 2007-2009 by Bernhard Elbl.
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